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EMPOWERING A CYBER-SAFE SOCIETY

How To Stay Safe Online




What’s in this document?

You will find out everything you need to know to stay safe and private
online. We explain how to use social media safely and how to

manage cookies and general privacy tips.



What Does “Staying Private” Mean?
When you are onlineg, it’s important to keep your information safe.

This means:

* Only sharing things with people you trust
* Making your social media profile private

* Keepingyour passwords secret

Public vs. Private Profiles

* Your profile is your page on apps like Facebook or Instagram.
There are two types of profiles:

* Public: Anyone can see your posts and pictures

* Private: Only people you choose can see what you share

It’s safer to have a private profile.



To stay private on social media, you can:

* Ask someone you trust to help you change your settings

Delete Request
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facebook

* Only accept friend requests from people you know

Sharing Information Online

It’s easy to share too much information online, but some things should stay private.

Don’t share:

[

* Your home address or phone number

* Your email or password

* Where you are right now




We value your privacy
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We use cookies to enhance your browsing experience, What Are Cookies? (NOt the food kll‘ld.)
serve personalized ads or content, and analyze our traffic. . . .
By clicking "Accept All", you consent to our use of  Cookies are small files that websites use to remember you.

cookies. Cookie Policy

Customize Reject Al Accept All




For example:

* You look up “Why does my cat purr?” on Google
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Q, Why does my cat purr? ) pET CARE y G

Veterinary Hospital * Later, you see ads online about cats orvets
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* This happens because of cookies
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Strictly Types of Cookies

Necessary
Cookies There are two kinds:
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 Cookle Scrif * Necessary Cookies (okay to accept)
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Cookies
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(8 *******J  Help websites remember your password

* Keep items in your shopping basket
LOGIN k

Necessary cookies (Okay to accept):

@ 3rd party cookies (You can say NO):

* Track what websites you visit

 Showyou ads

You don’t need to say yes to 3rd party cookies.

You can reject them and still use the website.




What to Do With Cookie Messages

We value your privacy

Sometimes, a box pops up asking about cookies.
We use cookies to enhance your browsing experience,

serve personalized ads or content, and analyze our traffic. You can choose:

By clicking "Accept All", you consent to our use of .
cookies. Cookie Policy * Accept All — says yes to every cookie

* Reject All - says no to the onesyou don’t need

Try this: Next time, click “Reject All”.

How To Stay More ..
Private Online




If you're filling out a form online, check:

* Mandatory fields

Orite: © ws © mrs © * Does this form really need that information?

* Last name: [ 1

* |fthereisa * star symbol, then you have to fillit in.

* Forename: | |

Address:

(®

* Ask someone you trust if you’re not sure.

Normal status Hidden state

O Coveryourcamera

* Put a sticker or tape on your computer or phone camera when you’re

not using it.

* This helps keep your space private.




Turn off your microphone
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e Some apps don’t need your microphone.

Turning it off keeps your privacy safer.
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* Ask someone to help you turn off the microphone

Apps that need microphones:
* WhatsApp
* Voice command apps like Siri, Alexa, or Google Assistant

These apps need a microphone so you can send voice messages or talk

to the app.

Hey Google



Allow “Maps” to use |

your location?

Your location is used to show your

position on the map, get directions, ”MGcontaCtS" WOUId lee to

estimate travel times, and improve

search results.

4 Precise: On

Allow Once

Access Your Contacts

This will be used to manage your
contacts.

Don’t AII&/ OK

Allow While Using App J

Don't Allow

Cluster Would

Like to Send You Push

Notifications

Notifications may include alerts,
sounds, and icon badges. These can

be

configured in Settings

Don't A||OVV OK

ﬂ Be careful with location and contacts

Some apps or websites will ask:
* “Canwe use your location?”

* “Canwe see your contacts?”

© Say “No” unless the app really needs it.
OK examples: Google Maps, food delivery apps like Just Eat.

):]. Say “No” to notifications
If a website asks, “Can we send you updates?”
. © Click “No” or “Don’t allow.”

This helps stop spam or pop-ups that you don’t want.



What Is a Social Media Profile?
A social media profile is your page or account on apps like:

* Facebook

Instagram
TikTok
Snapchat
WhatsApp



il Be careful with photos

Only post photos you’d be happy with:
* Family
* Your boss

* Your supportworkerto see.

If you post photos of friends:

* Ask first if they are OK with it



Don’t share too much

Don’t post:

Q  Whereyou live
o @ Q * Whereyou areright now (like at a concert)
J

Tip: Post about the event after it ends.

£8 Friend requests
* Only accept friend requests from people you know in real life.

* |fyou're not sure, ask someone you trust.
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Unknow.n. Number

® If someone strange messages you:
* Do not reply

* Show someone you trust

They can help you decide what to do

C=J Think before you post

o o Askyourself:
e “Is this kind?”
* “Would | want someone to post this about me?”

* Do not share or forward mean messages.

Post things that are friendly and respectful. If you're not sure, ask for help before posting.



¢~ What Is Cyberbullying?

Cyberbullying is when someone is mean or hurtful online.




This can happenon:
* Social media (like Facebook or TikTok)
* |ntext messages

* Ongamesorapps

(o Cyberbullying caninclude:
* Mean messages
* Threats

* Lies aboutyou

* Sharing private photos or videos without asking




What Notto Do.

Don’t reply to mean messages.

* |f someone says something mean or upsetting, do not

answer them.

* Answering back can make it worse.

What You Should Do - Tell someone you trust.
Talk to:

* Aparent
* Ateacher
* A carer or supportworker

* Afriendyou trust




It’s not your fault. You are not alone.

Save the messages.

Keep proof of the bullying:

Screenshot

* Take screenshots

* Save messages, pictures, or videos

Someone you trust can help you save them.

Block and report the bully

You can:
* Blockthe person so they can’t contact you again
* Usethe “Report” button on the app or website

e Ask for help if you don’t know how to do this.




T — Use Privacy Settings
— e Make your accounts private.
e ——
= e « Only people you know and trust should see your posts.

Contact You

* You can ask someone to help you change your settings.

Be careful who you talk to

If someone you don’t know sends a message or friend request:
 Don’tacceptit

e Don’ttalk to them

They may pretend to be nice but later be mean.




Is Cyberbullying Against the Law?
* |n many places, being mean or threatening online is against the law.

* People who bully may be reported to the police.

If you are bullied:
* You have done nothing wrong

* You can get help




It’s OK to take a break

If the internetis upsetting you:
* Log off
* Take a break

* Talkto someone about how you feel

You don’t have to stay in a place that makes you feel bad.

Fake Or Real?
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A Social Media Profile usually has:
* Your name
* Aphoto
* Posts orvideos

* Friends or followers

What Is a Fake Profile?

A fake profile is when someone:
* Pretendsto be someone else
* Uses a fake name or fake photo

* Lies aboutwho they are, where they live, or what they want



People use fake profiles to:
* Trick people into talking to them
* Steal money or private information

* Spread lies or fake news

How To Spot a Fake Profile - Watch out for these signs:

» Strange or perfect-looking photos
* No friends or very few followers
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* They ask for money, gifts, or private info
* Their posts don’t make sense or are copied

* They ask to move the chat to WhatsApp or Snapchat quickly
* They refuse to video call or meet in real life

||| [TTTTS



= What Is a Trusted Profile?

A trusted profile:
* Belongsto areal person or company
* Has aclear name and photo
* Has regular posts that make sense

* Doesn’t ask for personal details or money

What Is Fake News?

_\_\‘\)_!‘l\,_pés______ = Fake news is when someone shares wrong information on purpose:
S

* They may use Al, fake photos, or made-up stories

* [t might try to make people angry or scared

* |t may be used to sell things or win support



How To Stay Safe Online

DO:
* Check if the profile looks real (photos, posts, friends)
* Ask someone you trust if something seems strange
* Block and report people who ask for money or private info

* Useyour privacy settings to protect yourself

X DON'T:
* Talk to strangers who make you feel uncomfortable
* Share your password, private photos, or bank info
* Send money to people you only know online

* Click on links from people you don’t know



What To Do If You're Not Sure
* Stop and check before replying or clicking
* Ask someone you trust — like a friend, carer, or support worker

* Report fake or suspicious profiles on the app




What is Catfishing?
* Catfishingis when someone pretends to be someone else online
* They may use a fake name, fake photos, or lie about their age, job, or

identity
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Why Do People Catfish?

&*# 2!
People catfish for different reasons:

@#*éMl

* To trick or scam others out of money

* To get attention or feel better about themselves

#eg@!

* Because theyare lonely orwantto escape real life

* To bully, control or abuse someone emotionally



They might catfish on:
* Social media (like Facebook or Instagram)

* Dating apps

 Chatrooms oronline games

Here are some ways to spot a catfish:

 They won’t video chat or meetin person
* They ask for money, gifts, or personal details

* Their photos look like models or are found in many places online
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* They fall in love or wantto be close very quickly

e Their stories don’t make sense or keep changing



What Are the Dangers?

Catfishing can hurt people in many ways:

* Feeling embarrassed, hurt, or betrayed
* Being manipulated into sending money or private photos
* Losing trustin others

* |n serious cases, it can lead to emotional abuse or threats

What To Do If You Think You're Being Catfished?
* Stop talking to the person right away
* Tell someone you trust, like a support worker or family member
* Block and report the person on the app or website

* Ask for help from an online safety service or support group




How Can You Stay Safe?
DO:

* Talkto someone you trust about your online relationships

* Keep personal information private (like your address, phone number,
or bank info)

* Use privacy settings on your accounts

* Ask someoneto help you checkif photos or stories are real

> DON'T:
* Send money or gift cards to someone you don’t know
* Share private photos or passwords online

* Rushinto relationships without knowing someone well

* Keep secrets if someone online makes you feel uncomfortable



What is Sextortion?

Sextortion is when someone:

* Tricks or pressures you into sharing naked photos or videos

* Then threaten you to get more photos, money, or private information




How Does Sextortion Happen?

Sextortion can happen:

* On social media, dating apps, or chat websites
* When someone pretends to be nice or friendly
* |[f someone sends you sexual photos and asks for photos back

* Ifyou’ve already shared photos, they may blackmail you

What Do They Say?
The person might say things like:

* “Send me more photos or I’ll tell your family.”
* “Give me money or I’ll share your pictures online.”

* “Ifyoudon’tdowhat |l say, I’ll ruin your life.”



Why Is Sextortion So Dangerous? |t can make people feel:

* Scared, ashamed, or confused
* Like they have no choice
* Worried about what others will think

e Unsafe online orin real life

People with learning disabilities may be targeted more often

It's Never Your Fault

If someone tricks or threatens you:

* You are not to blame

* The person who is threatening you is doing something wrong

* You deserve help and support
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How To Stay Safe
DO:

* Be careful who you talk to online
* Keep your photos and videos private
* Talkto someone you trust if something feels wrong

* Report or block people who ask for sexual photos

X DON’T:

* Send naked photos to someone you don’t know well
* Share photos just because someone asks or pressures you

* Keep ita secret if someone is threatening you



What To Do If It Happens to You
* Stop talking to the personright away
 Don’t send more photos or money
* Take screenshots of any threats or messages
* Tell someone you trust (like a support worker, friend, or family member)

* Reportittothe app, website, or police

Artificial
Intelligence (Al




What is Al?
* Al (Artificial Intelligence) is when computers act smart, like people.

* Alisacomputer program that learns from lots of information, like

what's on the Internet. You can ask it questions or give it tasks, and it

will try to help you. It's like Google, but smarter. It doesn't just find

websites; it understands and gives you full answers.

Al can:
* Write messages or stories
* Make fake photos or videos

* Pretend to talk like a real person

Al can be helpful, but some people use it to trick or scam others




What is Al Misinformation?

Misinformation means wrong or fake information.

Al misinformation is when people use Al to create:
* Fake news
* False health advice

e Scary or confusing stories

Sometimes, Al makes it look real — but it’s not true.

What are Al-Generated Scams?

Some scammers use Al to:

* Copy voices and pretend to be a friend or family member
* Write fake messages that look real
 Make videos or photos that are not real

* Trick people into sending money or private details



Who Is Most at Risk of Al-Generated Scams?

People with disabilities, including learning disabilities, may be targeted more
often:

* Because scammers think they are easier to trick
* Some people may trust others too quickly

* Some may not know how to check if something is fake

Signs of an Al Scam
Watch out if:

 Someone sounds like your friend or relative, but asks for money or

help fast

* You get strange texts or emails with links
* Avideo looks odd, or their mouth and voice don’t match

* A message makes you feel scared or that you have to act fast




How To Stay Safe
DO:

* Ask atrusted person if you’re unsure about something

* Usetwo-step login if possible (like a password + code)

* Hang up and call back if someone says they’re from a bank or family

X DON'T:

e Click on strange links or buttons

* Share your bank details, passwords, or photos with people you don’t

know

* Send money if someone says it’s an emergency without checking

0000 0000 0000 O



What To Do If You Think It's a Scam

» Stop talking to the person
* Tell someoneyou trust right away
* Reportittothe app, website, or police

 Don’tsend any money or information

H Ask for help

If something online:
* Feelswrong
* |s confusing

* Makes you uncomfortable

. Talkto someone you trust — like a support worker, carer, or family member.

P Ask for help if you are using a new app or website.



CYBERSAFETY

EMPOWERING A CYBER-SAFE SOCIETY

Where to Get Help

A trusted person (e.g., support worker or family member)

Visit www.cybersafety.ie, where there is are list of more organisations and

groups, such as the Crime Victims Helpline, that can help.

You are never on your own. Help is always available.
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